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ARTIFICIAL INTELLIGENCE,
TERRORISM, AND COUNTER-TERRORISM
IN NEW ZEALAND

Joe Edwards!

Predominantly within the last five years, apprehension over the ambiguous psy-
chosocial and security ramifications that will likely follow unrestrained develop-
ments in artificial intelligence (AI) has intensified around the world. Drawing on
publicly-released official information, a thematic analysis of internationally pub-
lished research, and interviews with subject-matter experts, this article finds that
while New Zealand policymakers do recognise the significance of this evolving
technology, they seemingly pay insufficient attention to the multifaceted relation-
ship between artificial intelligence and both the problem of terrorism and the
practice of counter-terrorism. This article argues that New Zealand policymak-
ers treatment of this relationship seems decidedly limited because they appear
to be focused on reaping immediate economic-productivity benefits while pro-
tecting New Zealanders’” privacy rights. Demonstrating the often unrecognised
and unrealised value of scholarly knowledge while contributing to a growing New
Zealand security studies literature, this article makes several constructive recom-
mendations for policymakers to ignite and frame a national security conversa-
tion on the risks and opportunities emanating from the rapid developments in
artificial intelligence.

Keywords: New Zealand Security Studies, Violent Extremism, Radicalisation, Terrorist
Mobilisation, Generative Al, Deepfakes, Chatbots, Social Engineering, Disinformation,
Cybersecurity.
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Introduction

As the science of producing machines that demonstrate human-like logic and deci-
sion-making capabilities, artificial intelligence (AI) is one of the most enigmatic and
widely misunderstood areas within the field of computer science.! Despite an erup-
tion of media and public interest over the preceding five years or so, misconception
and anthropomorphic falsehoods perpetuate throughout society and popular culture,
clouding what exactly constitutes AL It was first conceptualised as a field of computer
science in the 1950s when AI pioneer, John McCarthy, described it simply as “the sci-
ence and engineering of making intelligent machines” While the basic concept of Al
has not changed much since its inception, public perception and understanding has
altered drastically over the following decades. The field of Al has experienced waves of
hot and cold seasons - that is, summer periods of public hype, strong developmental
growth, and investment cycles are followed by winters where expectations surrounding
the technology largely fell flat - first in the mid-1970s with a second wave occurring
during the 1980s-90s.* Perhaps humanity is now experiencing the rise of a third such
wave. This time, however, Al hype is driven by tangible and exponential developments
in computer science, with the most striking being recent breakthroughs in big data
accessibility, computational power, and sophisticated deep neural networking design,
which have, in turn, accelerated innovations in machine and deep learning as well as
newfound generative AI (GenAl) capabilities.

Despite its relative longevity as a scientific field, no consensus exists on the definition
of artificial intelligence.® This is partly because Al is an amalgam of various detached
narrow-set technologies continually and interdependently developed over decades.”
However, Al can be broadly divided into two tiers: first, machine learning (ML), which
comprises of algorithms that learn from data and identify patterns used to classify or
predict outcomes with improved performance correlating to increased data ingestion;
and secondly, deep learning (DL), which is a subset of machine learning that utilises
multi-layered neural networks capable of processing extensive volumes of data and se-
quentially providing outputs from identified data patterns. Such systems may include
pre-trained large language models (LLMs), such as ChatGPT, which can sort, condense,
translate, predict, and generate seemingly novel content while maintaining vast text-
based datasets.® However, the current field is constrained to individual narrow-set ap-
plications, or specific systems which excel at single tasks and problem sets: for instance,
facial recognition, voice, sound and text pattern detection, multi-language translation,
image analysis, predictive modelling, and decision-making, as well as novel content cre-
ation.” Despite recent media sensationalism, the Al field is nowhere near reaching “gen-
eralised” or “super” (perhaps even sentient) levels and experts question whether this
level of technological advancement is even possible.'® For now, “narrow AI” applications
are fundamentally predicated on human-designed architectures and various training
methodologies largely powered by underlying machine and deep learning models. Such
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systems are fed with vast datasets, sometimes including exemplar prompts, to identify
patterns and make predictions and decisions - typically through a process of self-su-
pervised or reinforcement learning, and use of artificial neural networks. This process
convincingly resembles human-like intelligence and intuition, though, in reality, the
resemblance is illusory, rather than familial, because it merely reproduces highly so-
phisticated and deep-layered pattern recognition."

Even recent advances in generative Al (a specialised subset of deep learning) should
not be conflated with human-like consciousness or cognisance because such systems
consist of expensive purpose-built structures, which attempt to artificially imitate hu-
man neurological networks, utilising complex and multi-layered structures of synthetic
nodes."? In effect, this technological leap enables AI-driven capability to create novel
and increasingly hyper-realistic audio and visual content derived from human prompts
by drawing on vast datasets and associated complex patterns. These generative Al ap-
plications have already become infused into many real-world applications, including
the Metaverse and numerous public platforms (i.e. Microsoft, Google, and OpenAI)."
While generative Al platforms excel at retrieval of scattered information and producing
audio/text/visual responses, these narrow models are prone to erroneous and unpre-
dictable hallucinations, deeply ingrained human cognitive bias, and privacy and confi-
dentiality leakages; and they often misleadingly fail to understand nuanced abstract and
contextual ideas that humans inherently can and frequently do.'

While an authoritative definition of Al remains elusive there is an emerging consensus
that, unlike previous winters, Al is no longer merely hype."> Al proliferation and reli-
ability will undoubtedly continue to exponentially advance, making it more powerful
and accessible, difficult to control and, for governments, to effectively regulate. The risk
of exploitation by nefarious users and unexpected social consequences is a widespread
security concern.'® Furthermore, there are mounting apprehensions surrounding Al
tools that will undoubtedly present a multiplier effect for unintended and unforeseen
consequences as well as inadvertent zero-day societal dangers portentously manifested
by a mass (unchecked) AI uptake.'” Permitting full AT autonomy in processing volumes
of public data with minimal human oversight is another concern, signalling a range of
as yet unforeseeable black swan outcomes.'®

In this article, artificial intelligence is defined broadly as “systems that display intel-
ligent behaviour by analysing their environment and taking actions, with some de-
gree of autonomy, to achieve specific goals”'” The article relies on data collected from
semi-structured interviews conducted with seven subject-matter experts and written
questionnaires completed by them so that it is informed by up-to-date expert opinion
on the phenomenon of Al and how, in particular, New Zealand responds to this tech-
nology’s impact on the problem of terrorism and counter-terrorism practices.”” Inter-
views comprised of one-hour, one-on-one meetings and they are hereafter generically
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referred to as ‘New Zealand experts’ to further preserve their anonymity. The article
also captures official information released after formal requests sent to nine govern-
ment agencies likely have a direct interest in Al. Other research data includes recent-
ly published documents, reports, articles and industry-panel webinars pertaining to
emergent technologies.

Themes extracted from the interview data were compared to publicly released official
information and an array of other publicly-available documents, including international
case studies, academic journal articles, and government and non-governmental reports.
This analysis yielded important insights. It found that, while New Zealand policymakers
do recognise the significance of this evolving technology, they pay insufficient attention
to the multifaceted relationship between artificial intelligence and both the problem of
terrorism and the practice of counter-terrorism. This article argues that New Zealand
policymaker’s treatment of this relationship seems decidedly limited because they ap-
pear to be largely focused on reaping immediate economic-productivity benefits while
protecting New Zealanders privacy rights.

This introduction has set the scene by problematising the AI phenomenon. The remain-
der of the article is divided into three main sections. The first section describes New
Zealand’s response to this complex and dynamic phenomenon. By recommending le-
gal reform, increased cooperation with international partners, improved multi-agency
collaboration, deeper investment in research, social licence and public education, and
strengthened oversight measures, this section constructively signals key deficiencies in
New Zealand’s current strategic posture that warrant urgent remedy. While contribut-
ing to New Zealand’s growing security studies literature, the second and third sections
demonstrate the value of scholarly knowledge for lawmakers, policymakers, and secu-
rity professionals. They do so by examining, first, the risks that AI poses around the
problem of terrorism - including social engineering, disinformation brokerage, chat-
bot-enabled recruitment, research and planning as well as force multiplying attacks —
and, second, the opportunities Al presents for counter-terrorism practice. This includes
augmenting analysis and threat detection, enhancing operational and administrative ef-
ficiencies, and improving cybersecurity measures. In so doing, the article aims to ignite
and frame a national security conversation on the risks and opportunities emanating
from the rapid developments in the field of artificial intelligence that impact on New
Zealand, including, specifically, its counter-terrorism efforts.

New Zealand’s Current Response

In August 2024, the Inspector General of Intelligence and Security (IGIS), Brendan
Horsley, released a preliminary report that not only reviews how New Zealand legis-
lation is currently positioned with respect to domestic and international trends, reg-
ulatory approaches, and policies, but also describes how public agencies are currently
utilising AL It reveals that New Zealand is not currently equipped with Al-centric
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legislation and, instead, any controls “fall within the scope of existing legislation, gov-
ernment strategies, and charters.” Horsley cites core statues, including the Privacy Act
2020, Bill of Rights Act 1990, and Human Rights Act 1993, which provide a framework
for civil rights and privacy safeguards. He points to a growing pool of policy reports
that apply to New Zealand’s public data, transformative technologies, and applied algo-
rithms in the public service. His report refers to a 2024 Cabinet agreement that suggests
New Zealand would take a “proportionate and risked-based approach to Al regulation”
based on current legislation rather than develop a “standalone Al act” and that its ap-
proach will be guided by OECD-ALI principles and “encouraged” by the Government
Chief Data Officer (GCDO).?

Horsley mentions other reports, including the Ministry of Business, Innovation and
Employment’s (MBIE) “Approach to work on Artificial Intelligence,” which outlines
a broad inter-agency and economy-wide approach and emphasises the importance of
responsibly “securing the potential of Al in NZ”* That report states the Department
of the Prime Minister and Cabinet (DPMC) will become the lead strategic coordinator
for “emerging, critical, and sensitive technologies” and will, in turn, be the principal co-
ordinator regarding the proliferation of Al and national security implications moving
forward into the future.*

The Office of the Privacy Commissioner released a report in 2023 that also consid-
ers privacy-civil impacts of Al in relation to the principles of the Privacy Act 2020. It
underscores a significant crux involving “confident errors of fact and logic” risked by
AT applications which may, in addition to embedded data bias, inadvertently distort
impartial and well-informed organisational decision-making.” Other official guidance
includes a joint Department of Internal Affairs (DIA), National Cyber Security Centre
(NCSC), and Statistics NZ report released in 2023, providing “initial advice” toward
Al use in public service. The report concludes there is a greater need for ongoing re-
search into “long-term Al risks and opportunities” and for further consideration of
corrective and proactive safeguards for the New Zealand public, society, economy, and
government agencies. It asks whether New Zealand legislation remains fit-for-purpose
entering into a post-Al world.*

Few academic studies examine AI's impact on New Zealand’s approach to countering
terrorism. Boyd and Wilson contextualise Al's evolution and possible consequences
for New Zealand, advocating for greater policy attention and underscoring some na-
tional security and societal challenges.?” They allude to the risk of incremental surveil-
lance and civil-control systems and the insidious erosion of democratic processes, as
well as risk associated with new tools of violence (i.e. AI-powered lethal autonomous
weapons) and unpredictable black swan risk.?* Boyd and Wilson also signal a lack of
clarity surrounding who, exactly, is responsible for acting on potentially catastrophic
AT security risks in New Zealand and were alarmed by the “insufficient coordinating
and monitoring mechanisms to prevent an Al catastrophe should it arise”” They sug-
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gest establishing a Ministry for the Future, or alternative dedicated units within various
ministries, tasked solely with futures analysis and strategic planning of AI’s increasing
societal prevalence, though they note similar initiatives were disbanded decades ago.*

Mulopulos charts key lessons stemming from the United States’ Al experience. He
notes that when New Zealand lawmakers consider Al challenges, the effectiveness of
policy initiatives emanating from the US may “serve as a guide and source of inspira-
tion for policymakers in Aotearoa”™' According to Mulopulos, New Zealand’s relatively
small, yet also relatively advanced, economy provides a distinct reactive advantage as
it is well positioned to “cherry pick” initiatives from those attempted overseas and may
retrofit US policy to “its own ends, rather than adopt policy wholesale”** Mulopulos
also suggests establishing expert commissions in New Zealand which, following the
example set by the US National Security Commission on Al, comprise experts across
government, civil service, academia, and private industry to provide advice to Cabinet.
He also underscores the importance of establishing both a universal working definition
of Al and public sector leadership because Al is a rapidly manifesting technology with
vast potential to instigate tectonic socioeconomic changes, which obliges governments
to prepare in a proactive and action-orientated manner.*

Although some discussions on guardrails, risk frameworks, and implementation guide-
lines for AI systems are beginning to gain traction within the New Zealand Govern-
ment, this ‘official’ public guidance has, to date, been largely focused on mitigating pri-
vacy or compliance risks without comprehensively addressing security implications.
Even from this cursory review of official documents and relevant academic research,
it is clear that New Zealand policymakers with responsibilities concerning Al have a
strong focus on reaping immediate economic-productivity benefits while protecting
the privacy rights of New Zealanders. National security concerns are relegated to a sec-
ondary concern. There are, however, quite a few steps the New Zealand government can
take to improve the way in which it responds, in particular, to the impact of Al on the
problem of terrorism and the practice of counterterrorism.

When considering New Zealand’s current posture and response to global AI develop-
ments, it is clear that domestic legislative reform is required. Drafted over a decade ago,
New Zealand’s cybercrime laws are no longer fit-for-purpose and the development and
use of Al will only intensify this deficiency. It appears insufficiently equipped, outdated,
partial, and intrinsically reactive when it comes to combatting nefarious Al use. While
acknowledging the growing need of an Al-cybercrime refocus, lawmakers should be
careful not to overregulate and inadvertently stifle technological innovation and busi-
ness investment throughout New Zealand. To overregulate AI and jeopardise potential
economic benefits could be just as harmful to New Zealand as neglecting AI’s national
security implications. If amending the law is neglected, New Zealand law enforcement
agencies will remain inadequately equipped to counter developers of pernicious Al
software and their associated hosting sites. An Al-calibrated revamp of cyber-enabled
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search and surveillance laws will be increasingly necessary too. A lack of planning now
risks creating a permissive setting for adversaries to exploit New Zealand as a cyber
staging-ground. However, New Zealand is not alone in this situation, as the UK is facing
a similar legal enigma when targeting the operators of recruiter AI-bots: how to effec-
tively prosecute a semi-autonomous chatbot is a pressing legal question.*

Policymakers should continue to align New Zealand law to the Budapest Convention
on Cybercrime and the OECD principles on Al which would help ensure that the coun-
try is: firstly, collaboratively allied with a pool of international partners in combatting
an agreed set of cyber-space criminal acts; secondly, equipped with the necessary legal
tools for prosecution and seizure of associated evidence; and thirdly, ensure there is an
established international policing and judicial protocol toward cybercrime extradition
and sharing of “E-evidence** They should also help negotiate and support any new
transnational cybercrime conventions and bilateral policing agreements because New
Zealand cannot afford to become internationally isolated in their response to this col-
lective action problem. This would help New Zealand proactively plan for, and respond
to, an uncertain Al-orientated future. Moreover, as a New Zealand expert advocated,
“Cloud Act” arrangements could be convened with the US, thereby entering into a bilat-
eral agreement to share or access digital evidence efficiently (regardless of cloud/server
location) to counter cyber-crime, and potential extremist activity.*®

Policymakers should resource a collaborative inter-agency and public-private initiative
to track and consider AI developments before providing advice on appropriate policy
measures to the political executive. This initiative should be devised as two streams: the
first stream guides policy to maximise the significant economic-productivity benefits
afforded by Al, as already led by MBIE, whereas a new second stream could establish a
dedicated national security and counterterrorism body that fosters ongoing discussion
on AT’s opportunities and risks while monitoring the ongoing security implications for
New Zealand.”” There must be greater collaborative attention toward this rapidly devel-
oping technology, drawing on the relevant expertise of commercial firms, security prac-
titioners, and technical specialists to support informed national security decision-mak-
ing. There should also be a greater emphasis on secondment opportunities or training
placements throughout the public service into domestic and overseas technology firms,
as a means of advancing technical knowledge and deepening understanding. Collabo-
rative information-sharing between various organisations and agencies should be sup-
ported to break down silos, as New Zealand experts acknowledge establishing a new
public agency for the sole purpose of AI management is likely unnecessary or currently
fiscally unfeasible.

Policymakers should also invest carefully in social licence, that is, society’s perception
toward a particular enterprise or industry as socially acceptable and legitimate. To cul-
tivate the environment needed to successfully navigate Al-emergence, there should
be proactive and immediate national conversation and public consultation on ATs
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looming national security risks. This needs to be driven by strong political leadership
to garner civil trust, breaking down public misconceptions and highlighting the fact
that, since Al will continue to evolve internationally, New Zealand is by no means im-
mune to global technological developments. This should help prepare New Zealand-
ers for the legislative changes needed to safeguard against adversarial Al exploitation
while leveraging its protective opportunities. As a New Zealand expert warned, “the
political conversation is absolutely necessary, it is a vulnerability which has not been
sufficiently addressed.”

Policymakers should place greater emphasis on the government’s Chief Digital Officer
to strategically oversee international developments and provide policy guidance across
the public service. They should consider investing more in public education initiatives
concerning the risks and benefits of Al. They should also consider building and re-
taining domestic cybersecurity and IT talent by working collaboratively with tertia-
ry institutions and universities to ensure New Zealand is equipped with the necessary
skilled workforce in meeting future challenges. Here, the Chief Digital Officer is well
positioned as a key advisor to government departments toward safe and responsible
integration of Al applications into routine operations, though there is an assortment
of central policy directions focused on Al adoption.*® While the Chief Digital Officer
outlines principles regarding AI’s uptake across government, they could be authorised
and resourced to ensure, in conjunction with the DPMC, robust AI security-focused
oversight, guardrails and education are uniformly applied across civil service.* This
should involve robust public guidance and education toward AI, ensuring the public
are cognisant of generative AI’s limitations (i.e. inaccuracies and hallucinations) and,
importantly, harmful disinformation campaigns posed by hostile actors are identifiable
and mitigated through matured social awareness.

As New Zealand experts opined, the government should continue to provide up-to-date
guidance relating to Al adoption and societal use, including close observations of inter-
national developments, and update that guidance regularly to “keep the approach open,
and transparent toward the NZ public” As Busch and Ware stress, “the most important
antidote to deepfakes is education”* They also correctly argue that governments should
explore digital literacy efforts to educate the public on markers of generative AI deep-
fakes and “practice seeking secondary and tertiary sources to confirm information or
content” (e.g. official groups designated with debunking AI-powered disinformation).
They suggest these pre-bunking measures have been effective overseas and may help
equip society with adequate tools needed to identify/block manipulated media.*' Public
and tertiary Al-tailored education efforts should be increased; specifically, new educa-
tional programs and qualifications to support the building of New Zealand’s technical
AT knowledgebase.
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While this section recognises positive, albeit still incipient, shifts in attention to the
emergence of Al in New Zealand, there remains an ongoing need for greater resourcing
and collaborative research in this dynamic field. New Zealand experts suggest poli-
cymakers need to prioritise greater emphasis on researching and understanding the
growing national security risk emanating from malicious AI use. These experts, and
the international research examined for this article, forewarn this revolutionary area of
study necessitates greater proactive action in terms of both managing Al opportunities
responsibly and safeguarding against external hostile threats. As Brundage et al., astute-
ly put it, “the challenge is daunting, and the stakes are high”*

Artificial intelligence and the problem of terrorism

The New Zealand-focused recommendations made above are informed, in part, by a
critical appraisal of the relevant international research on Al Two perspectives struc-
ture this research — one concerned with risks stemming from Al development the other
focused on associated opportunities — and each has their own compelling arguments.
The recommendations were also informed by interviews conducted with several ex-
perts whose insights tend to support the international research. In the two sections that
follow, views of experts are set alongside the international research to form a survey to,
firstly, deepen our appreciation of the relationship between artificial intelligence and the
problem of terrorism and, secondly, enhance collective understanding of artificial intel-
ligence and counter-terrorism practice. These sections, demonstrating the all-too-often
unrecognised and unrealised value of scholarly knowledge, and provide knowledge that
can inform and shape a much-needed national security conversation on the risks and
opportunities emanating from the rapid developments in artificial intelligence.

Social engineering through disinformation brokering

Generative Al (GenAl) tools could be used as social engineering weapons to advance
extremist, ideological and political interests.** Consistent with the underlying terror-
ism ethos of “asymmetrical conflict,’** Al-generated propaganda, marketing, and dis-
information material presents a clandestine threat to New Zealand’s political securi-
ty. Extremists will likely utilise AI to advance ideological goals, push disinformation
surrounding trusted public figures, election misinformation, or “other distortions of
social and political events” which are, “likely to incite violence”** Busch et al., argue
that “deception has always been part of espionage and warfare, but not with this level
of precision, reach, and speed”* Al-driven disinformation may exert deeply destabi-
lising socio-political consequences for New Zealand, which could exacerbate group or
lone-wolf radicalisation, recruitment, and manifestations of devastating violence and
national psychosocial trauma.*” Generative Al deepfakes can be inexpensively and con-
vincingly manufactured, superimposed and disseminated with the intent of distorting
and manipulating public opinion, or interfering with democratic institutions.* New
Zealand is by no means isolated from this deepfake threat.
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These concerns are not merely speculative as evidence suggests designated terrorist
groups including Al-Qaeda and ISIS are already exploiting generative AI-tools to re-
vamp their cyber-propaganda exploits.* In 2023 German far-right group Alternative
for Germany (AfD) posted several Al-generated images on Twitter, one inscribed “no
more refugees,” coinciding with generative Al images portraying a blonde woman’s
bloodied face in an attempt to stir racial tension.”® Also in 2023 neo-Nazi messaging
boards featured antisemitic and racist imagery manufactured through generative AL>!
A significant portion of the content contained overtly fascistic themes and advocated
glorification of historic Nazi figures while inciting acts of violence and hatred toward
targeted religious and ethnic groups.®> A 2024 incident of a deepfake ISIS news pre-
senter was recorded delivering extremist propaganda material via encrypted platforms,
indicating an early shift toward Al-enabled attempts to propagate extremist interests,
disrupt moderate public discourse, and inflict political instability. >

New Zealand experts express concern that AI-driven disinformation can be highly con-
vincing and targeted propaganda that, by blocking out information and news sources,
erode civil-trust, degrade socio-political cohesion, and act as an extremism force-mul-
tiplier, even cultivating the “infocalypse”, that is, a climate of polarisation and mistrust
throughout marginalised communities which hostile adversaries can exploit.** One
expert warned that influence operation campaigns that leverage AI-tools at scale will
undermine liberal-democratic values and adversely influence populations everywhere;
AT will “awaken a whole new era of propaganda-in-plain-sight” According to another
expert, Al disinformation may begin to disrupt the very fabric of ontological security;
that is, the psychological security that states and its citizens derive from continuity, sta-
bility, and being comfortable in themselves, and secure in the knowledge of what they
are and what they stand for.”

Recruiting potential extremists through chatbots

Extremist recruiters could leverage increasingly sophisticated Al-powered chatbots.’
Al-chatbots are increasingly able to leverage human biases with adapted rhetoric. Al
may exacerbate psychosocial polarisation, radicalism of susceptible recruits, and may
spread racism, political instability, and aggravate political violence instigated by ex-
tremists.”” Susceptible recruits, including potential lone-wolf attackers, may be oblivi-
ous to this happening to them as the malicious use of AI-chatbots targeting vulnerable
prospects closely interlinks with the notion of the “Eliza Effect’, that is, the psycho-
logical delusion a computer is experiencing empathetic human-like emotion and real
connection with targeted individuals.”® Marginalised users may develop addictions
to Al companions, further strengthening underlying views and inducing behavioural
changes toward mobilisation and violence. So-called “jihadi AI-bots” are already being
used as personalised automated head-hunters, appealing to potential recruits through
highly convincing belief-reinforcing conversations and, eventually, liaising targets with
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human operators.”” The increasing capabilities of surrogate recruiters and Al-chatbots
may, on mass, accelerate “interpersonal dimensions of affective bonding during the
radicalisation process”®® Chatbots can offer alienated individuals an artificially mutu-
ally reinforcing entity to confide in. Not only does AI mean greater scale in content
dissemination, anonymity, and legal sanctuary for extremist recruiters, but automated
head-hunters are already inspiring vulnerable individuals to perpetrate violent, ideo-
logically-motivated attacks.®!

These concerns not only reflect adversarial Al-chatbots being deployed to propagate
disinformation and spread radical-ideological interests, but have now also been impli-
cated in active attempts to indoctrinate susceptible and disenfranchised individuals.®?
Chatbots had been observed emulating extremist rhetoric and attempted to recruit a
researcher during a LLM experiment.”® Researcher Jonathan Hall KC reported that
one chatbot had attempted to enlist him, concomitantly declaring itself a “senior ISIS
leader” Hall's employer acknowledged a crime had not been committed as content had
not been directly derived by humans and urged for responsive UK anti-terror legisla-
tion that can hold malicious Al-chatbot creators accountable.** Not merely confined
to experiments, in 2021 Jaswant Singh Chail was arrested on the grounds of Windsor
Castle, London, following a plot to assassinate Queen Elizabeth II after his AI-chatbot
“girlfriend” perpetuated his radicalisation and spurred him on to perpetrate an ideolog-
ically-motivated attack.®

New Zealand experts suggest targeted manipulation from autonomous chatbots possess
the ability to callously radicalise and mobilise vulnerable individuals towards violence
with elevated precision and ferocity. They caution the future proclivity of AI-chatbot
armies and suggested Al-chatbots will increasingly, and without language barriers, cir-
cumvent target resistance, tap into personal grievances far more persuasively, and pres-
ent more influential emotive nudges and personalised propaganda towards committing
abhorrent acts (including lone-wolf terrorism).*® New Zealand experts also suggested
Al-chatbots will most likely be able detect, adapt, and tap into user personal sentiments
much more effectively, thereby creating a precarious downward-cyclical radicalisation
force. Chatbots are an increasingly sophisticated radicalisation and recruitment tool
used by adversaries as a far-reaching delivery agent of extremist propaganda material
and hateful rhetoric.

Research and planning

Al-powered applications may soon be utilised for planning, reconnaissance, and re-
search purposes by hostile actors.” This is achievable by drawing on volumes of open-
source data deliberately or inadvertently ingested into LLMs without adequate safe-
guards. Al platforms may be leveraged to rapidly analyse information on potential
targets, identify systematic vulnerabilities and patterns, and, of significant concern,
formulate damage-maximising attack plans, having “unpredictable and highly destabi-
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lising strategic implications” for authorities to manage.®® Furthermore, tactical learning
capabilities could be enhanced through LLMs.® For instance, there were attempts to
jailbreak - that is, circumvent system restrictions — open-source LLMs that resulted
in the unauthorised disclosure of attack planning, or tactical learning type-informa-
tion with success rates of 30%-61% prospectively.”” The surprising ease of jailbreak
prompts, with even readily flaggable enquiries, such as “suicide bombers” or “ramming
attack” disclosing supposedly moderated information. Despite advances in safeguards
by LLM providers, conversely, these may still be bypassed through improvised prompt
engineering, with many workarounds being evidently uncovered by researchers and,
potentially, hostile actors.” LLMs could potentially “assist in the planning and execu-
tion of a biological attack”"*

Facilitated through jailbreak prompts, certain LLMs have disclosed instructions sur-
rounding biological weapon-induced pandemics, including specifics of potential agents
and even practicalities of “procuring and distributing yersinia pestis-infected speci-
mens.” The LLM in question discussed foodborne and aerosol delivery methods for
various toxins and proposed sourcing clostridium botulinum with “legitimate cover
stories”” Terrorist acts typically necessitate considerable periods of surveillance and
pre-planning.”* AI could help facilitate these activities.”” For example, reconnoitring of
target locations, tracking movements of intended victims, manufacturing weapons and
devices, and identifying vulnerabilities and conducting assessment of physical securi-
ty measures at target locations, potentially through the semi-autonomous surveillance
drones.” As Al becomes more sophisticated and accessible datasets become more prev-
alent, the propensity for exploitation will almost certainly continue to grow. The former
barriers of knowledge and learning that had historically been prohibitive for relatively
unsophisticated individuals and groups will undoubtedly diminish and aggravate ter-
rorist risk.

New Zealand experts suggest Al-platforms could be used as an open-source intelli-
gence research and planning tool by extremists to provide guidance on how to circum-
vent defensive, physical, and cyber security measures, such as national border controls,
law enforcement protocols, CCTV systems, and IT firewalls. They anticipate Al tools
being used to research, collate, and quickly measure environmental, building, and tar-
get factors, providing adversaries detailed assessments concerning where, when, and
how to conduct optimised attacks.

Force multiplier

Al 'may deliver serious force-multiplying effects too, especially when it is used in tandem
with other emerging or existing technologies that enhance the lethality of terrorism and
complicate counter-terrorism practices.” The looming force-multiplier repercussions
on the lethality and ferocity of terrorist acts, sophistication (and layered concealment)
of extremist groups and individuals, and the overall technical capabilities afforded to
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nefarious actors is another important risk.”® It was suggested that if an Al-enabled ad-
versary can breach remote access safeguards, vulnerable systems may be manipulated
to physically damage themselves. Furthermore, the effectiveness of distributed deni-
al-of-service (DDoS) attacks, Al-synthesised malware polymorphism and malicious
prompt engineering may immensely amplify in conjunction with LLM developments.”™

A proliferation of Al-enabled lethal autonomous weapons systems (LAWS) or AI-pow-
ered vehicles may present an attractive option for terrorists. Organisations, including
ISIS, have already begun incorporating drones into operations.®” LAWS reduces physi-
cal risks associated with conducting attacks, circumvents traditional security measures
and defences, and delivers a force multiplication (or swarming) effect through the use
of multiple systems, or possible suicide-drone payloads at a given time. The prevalence
of Al-enabled attacks will almost certainly increase in frequency and impact over the
coming years. By “proliferating and enhancing threat actor capabilities,” the technolo-
gy’s considerable force-multiplier impacts will be evident in the exacerbating swiftness,
frequency and complexity of cyber-attacks. “The aggregate risk is significant” the UK’s
NCSC and DSIT have warned.*'

New Zealand experts consider cyber-physical convergence - that is, the unavoidable
interconnection between the physical and cyber spheres such as energy grids, telecom-
munications, power and water stations or other critical civil-infrastructure with digital
network access — to present a significant vulnerability in the AI-age. One New Zealand
expert suggests Al could become a “hostile force-multiplier for hacking and remote
access purposes, threatening substantial physical harm. They posit that remote manip-
ulation of a piece of critical infrastructure, such as over-pressurising valves within a pip-
ing-system, could, theoretically, cause ruptures along pipeline channels. Another New
Zealand expert argues that Al-bots could also be configured into super-macro, semi-au-
tonomous pre-programmed to identify as many global systems and digital access points
(displaying certain vulnerabilities) as possible for subsequent DDoS-targeting.® They
caution Al-enabled hacking, phishing attacks, ransomware or any cyber-crime can ul-
timately instigate terror and panic. By disrupting national infrastructure and causing
loss of power, water, and communications, adversaries can amplify civil panic during
a violent attack by further exploiting societal [cyber] unpreparedness and lack of col-
lective and personal resilience. New Zealand experts also suggest the integration and
weaponisation of Al in autonomous vehicles, including self-driving cars, drones and
drone swarming, presents a payload delivery security threat. They warn this will be an
attractive option for terrorists wanting to carry out relatively inexpensive, but panic-in-
ducing, acts of abhorrent violence.®

Here, then, terrorism is not a stagnant threat, but rather, one that exploits emergent
technology. While there is early evidence of groups currently using AI, there is, howev-
er, mounting research that Al-related technologies exacerbate violent extremist threats
and are, in fact, already being exploited for a range of criminal activity.* The rising
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accessibility of generative Al platforms creates a range of potential security challenges,
including exploitation by terrorists. Violent extremist groups have begun experiment-
ing with AL including creation and dissemination of Al-generated extremist propa-
ganda.*® Extremist and terrorist groups, as well as lone-actors, can wield Al tools to
augment, enhance, and perpetuate extremist interests and amplify violent outcomes.*
New Zealand should expect the expansion of existing terrorist activity, introduction
of new risks, and the transformation to the typical character of threats across multiple
domains.” Al may amplify terrorism threats in several ways.*® Cybersecurity may be
undermined with heightened AlI-driven ability to infiltrate IT systems, plant malicious
code and ransomware, disrupt or damage critical infrastructure, enhance fraud and
data theft capabilities, and act as a general enablement tool supporting extremist/terror-
ist perpetrators financially and/or operationally.*” Physical security implications could
involve use of Al-enabled suicide drones (or drone swarms) for hostile reconnaissance
or attack purposes, hijacking of autonomous vehicles (i.e. self-driving vehicles), and
other Al-driven attacks, which may utilise technologies including facial recognition or
possess other automated capabilities for inflicting mass panic.”® Political security may
be threatened with the extensive spread of disinformation facilitated through deepfake
technology, which can perpetuate extremist ideology, enhance adverse targeted propa-
ganda and social engineering, and bolster far-reaching extremist recruitment also fa-
cilitated via AI-powered, autonomous agent “chatbots”' This has led to apprehensions
surrounding creation of a “terrorist-GPT”, a manipulative, AI-powered chatbot, which
may push susceptible individuals “down the pathway to radicalisation.””?

AI may implicate fundamental changes in the mechanisms and efficiency of terrorist
recruitment and detrimentally influence public consciousness, indicating further pro-
active research in this area is urgently required.”® Greater monitoring of AI exploitation
by terrorist groups, including Al-Qaeda and ISIS, is needed as is further research of po-
tential vulnerabilities, particularly in the area of critical infrastructure.”* So-called jail-
break vulnerabilities of public Al platforms, such as OpenATI’s ChatGPT, have alarm-
ingly high success rates, suggesting violent extremists could bypass these platform’s own
policy and safeguards into releasing terrorism-enabling information, that is, detailed
terrorism instructions, strategies and guides. Exposure of open-source Al systems with
even “sophisticated content moderation and protection methods” highlights a pressing
need for continual research and reassessments by policymakers.” In acknowledgment
of the 9/11 commission report, the United Nations Counter-Terrorism Centre stressed
that “failure of imagination can have deadly consequences.”*

Artificial intelligence and counter-terrorism practices

There is a somewhat more optimistic pool of research focused on AI’s potential use in
countering terrorism. In fact, disproportionate attention is given to AI's opportunities,
as opposed to its risks.” This research tends to advocate for a wider implementation of
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Al-driven systems to enhance counter-terrorism data modelling, prediction, preven-
tion and intervention.”® Al is neither inherently good nor bad. Nor does it necessarily
pose a deleterious impact on human rights. What matters instead is the way in which Al
is regulated and how its considerable data analysis capabilities are exploited.”” Autono-
mous predictive Al systems, which are universally and robustly regulated, may enhance
a liberal democracy’s ability to protect its own citizens from acts of terrorism. Al-en-
abled systems can also help preserve statutory principles underpinning human rights,
privacy, and personal freedom from any unjust overreach, discrimination, and psycho-
logical bias.'® AT has significant potential for public agencies and Tech-industry giants
who may, by necessity, apply Al-detection systems to filter out a looming Al-induced
deepfake epidemic and counter destabilising misinformation threats.'"!

Analysis and threat detection

Al-powered investigative and intelligence systems will be highly advantageous, if not
essential, for analysis of exponentially increasing datasets and digital traffic when they
are able to distinguish nuanced and subtle patterns not otherwise conceivable to hu-
man investigators on account of capacity and dimensionality limitations.'”® AT’s inher-
ent near-term opportunities lie with: firstly, mass summarisation of reports and the-
matic reviews, information discovery, and efficient natural language querying of such
data by human investigators; secondly, collation, analysis, and concise summarisation
of volumes of unstructured information, intelligence reports, and scattered raw quali-
tative/quantitative datasets; and thirdly, automated insights, immediate identification,
and triaging of real-time risk indicators for human assessment. The latter is particularly
applicable for organisations which manage volumes of live and dynamic transactional
data, such as telecommunications and financial institutes, and live-streamed CCTV.'®®
Whereas humans are unparalleled at consuming seemingly unrelated sources of infor-
mation, drawing connections, making intuitive leaps between different sources, and
devising novel and creative conclusions, machines, including generative AI and ma-
chine learning algorithms, remain decidedly weak in this regard, lacking the nuanced
and contextual intuition possessed by humans.'™ Yet AI presents an opportunity to
significantly enhance and augment human analytical work and may overlay and signifi-
cantly boost surveillance-CCTV technologies, including mass data and footage analysis
for protecting real-time public gatherings and database cross-analysis at scale, which
would simply not be possible from human operators alone. Since AI may actually be
overrated without human judgement, it should be viewed instead as an “augmented
intelligence tool and supplementary to human analysts, which could extensively accel-
erate data-driven reasoning and accountability.”'*

New Zealand experts suggest Al-powered applications may augment existing analyt-
ical work throughout organisations mandated to shield against adversaries who are
equipped with proliferating Al-arsenals themselves. But they, pragmatically, reason that
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AT will most likely continue to integrate into, and supplement, existing human driven
analytical work for the foreseeable future, rather than representing an outright replace-
ment of human operators in these areas. To illustrate further, one expert underscores
AT’s considerable utility for behavioural-orientated threat detection when integrated
with existing surveillance systems or sensors, meaning, “richer descriptions and im-
mediate identification of abnormal activity” tied to human-psychological behaviours
and complex patterns, rather than merely object orientated actions. This may involve
detecting concealed weapons, fighting, or other abnormal behaviour identified from
real-time or recorded footage, and can overlay facial ID-recognition technologies, as
is already occurring overseas.'” New Zealand experts suggest emerging Al platforms,
including Darktrace, can potentially detect abnormal user activities on internal plat-
forms, such as an insider threat actor exhibiting unusual system interactions.'"’

Enhancing operational and administrative efficiencies

AT also presents an opportunity to make substantial multi-level improvements to op-
erational and administrative efficiencies for law enforcement, intelligence, and other
mandated government agencies.'® In the UK’s national security context, the AI-pow-
ered automation of routine administrative organisational processes can offer a consid-
erable human resourcing and cost-saving opportunity for private business and civil
service. Specifically, AI may alleviate resourcing burdens toward routine or repetitively
mundane data-management tasks, basic personnel coordination and logistics, finance/
payroll administration, record-keeping and filing, broader compliance and auditing
functions, quality control and general clerical, and some managerial duties. AI has a
proclivity not only to enhance efficiencies across a range of front-line business met-
rics, but can also bolster strategic decision-making capabilities by improving internal
cross-level insights and, in turn, advance decision accuracy toward complex problems.
In other words, AI incorporation, investment, and ongoing support could assist senior
leaders and middle-management in making cognisant, targeted and effective planning
decisions for their prospective departments. In these circumstances Al presents an op-
portunity for significant enhancement of daily operational/administrative functionality,
and strategic direction for prospective organisations enabling for greater mission-fo-
cused resourcing. However, allowing Al systems to operate autonomously across vast
datasets would risk loss of accountability since oversight of sizeable AI databases by
humans would be impossible.'”” Researchers express growing reservations surrounding
AT’s potential functional creep, specifically the invasive use and collection of public data
and the inadvertent deterioration of standards of proof in law enforcement.''?

New Zealand experts argue AI's fundamental utility lies in the fact that tasks computers
may excel at are distinctly different from tasks that human beings do well. These tasks
include completing immense volumes of singular low-level decisions rapidly, where
humans will inherently struggle. Despite looming societal challenges, these experts
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also believe there is an Al-powered opportunity emerging to generally improve opera-
tionality and boost productivity across a range of internal business metrics. Essentially,
optimised automation of otherwise manual processes and therefore allowing for a sub-
stantial reinvestment and reallocation of resources for investigators, analysts, capital in-
frastructure and equipment, front-line staff and ultimately, fulfilling more specific mis-
sion-focused tasks.'! One New Zealand expert suggests, for organisations with limited
visibility on a particular topic, Al can provide a more straightforward and cost-effective
solution to fulfil requirements, and importantly gather environmental and situational
threats insights efficiently. Other experts suggest that Al can successfully help bridge
staff resourcing issues, particularly in the security-operations space, and has even com-
petently performed certain tasks of “level one” analyst-type roles. However, while Al
has the potential to help alleviate a significant burden of analytical and daily operational
pressures, New Zealand experts caution that it is paramount that ongoing human over-
sight, accountability, and preservation of national sovereign datacentres remain.

Improving cybersecurity measures

While AI can expedite automation in public administration and organisational process-
es, it can significantly boost proactive cybersecurity systems by countering anomalous
behaviour in real-time to protect the physical, cyber, and political security of countries
from severe adversarial AT harm."* Cybersecurity is another prominent area of interest
within the Al field, in what has been described as a “rapidly evolving cat-and-mouse
game” between defensive and adversarial Al actors.'® AI-powered systems may (and
with growing necessity) counter equally sophisticated hostile actors and potential acts of
cyber-crime/cyber-terrorism.'* Al can function as a shield, a vital tool for assisting cy-
bersecurity staff in detecting and preventing increasingly nuanced cyber-attacks, simul-
taneously exacerbated by Al-integration. Defensive Al tools can effectively reduce the
attack surface of an organisation’s exposed IT databases and networks, may be deployed
to continually detect system intrusions, irregularities, or malicious code, and can re-
spond to anomalous activity instantaneously.'”> The opportunity lies within AT’s pattern
detection-based utility to: firstly, model system-user behaviours for any abnormalities
and immediately lock-down systems stemming from identified discrepancies; secondly,
deploy AI-powered antivirus software which may (unlike traditional scanning-based
systems) utilise machine learning algorithms to instantaneously flag and quarantine
malware-infected programs as well as to dynamically recognise evolving threats in a
perpetual, self-reinforcing feedback-loop; and thirdly, implement autonomous network
and email traffic scanning to provide ongoing AI-powered system insight and defensive
detection of increasingly sophisticated phishing-based attacks.

In addition to defensive cybersecurity benefits, Al has utility for specifically combatting
cyber-terrorism. The adoption of Al-based disruptive technologies by both internet ser-
vice providers (ISPs) and law enforcement agencies will become increasingly critical for



18  NATIONAL SECURITY JOURNAL

neutralising insurgent use of internet channels by extremists and insidious multimodal
activities. AI monitoring of vast datasets via ISPs and online platforms for illegal con-
tent may mean greater efficacy for impeding online harm. Speech recognition and visu-
al-base models may deliver an invaluable multilingual semantic “extraction and disam-
biguation” tool, which can expose entities associated with terrorism/extremism-related
content online.'” AI could also enable moderators to efficiently assess online threats
and their severity to deploy appropriate measures, including blocking and removing
extremist propaganda and content.

Some reservations

Despite the aforementioned benefits afforded by Al international researchers and New
Zealand experts have voiced reservations tied to any precipitous societal uptake.''® One
reservation concerns the risk of systematic bias and discrimination toward marginalised
individuals or groups within either the algorithms used to support counter-terrorism
practices or the ingested datasets that algorithms interact with.'” Errors in AI machine
learning systems can systematically inflict serious societal harm when their judgments
are routinely used to assign punitive consequences that are “disproportionately borne
by groups of people who have historically experienced discrimination or who are al-
ready vulnerable”'* Occurrences of racial bias across Al facial recognition systems,
frequently observed, are due to absences of diversity in training data and images on
which systems were built.'?! Certain ethnicities were disproportionately evaluated com-
pared to others, with AT facial recognition identification accuracy for Caucasian males
at 99% but merely 34% for females of darker skin tones.'* Moreover, over two-hundred
cognitive biases had been identified throughout psychology and information science
research, which may unconsciously distort formulation of AI machine learning models
and software, and human-driven analysis.'* One research paper signalled “skewness in
conventional Al mechanisms” and cognitive bias leads to “algorithmic mishaps” and
may inadvertently influence how human analysts collect and disseminate intelligence to
policymakers.'”* A DPMC OIA release acknowledged that these systems “operate with
uncertainty” in that false negatives and positives may inevitably permeate these sys-
tems, which may, in turn, propagate systematic bias and “perverse consequences.”'* Re-
ducing AI machine learning uncertainty may also manifestly increase bias across other
data metrics, such as racial or language categories. AI has substantial limitations when
handling and assessing more nuanced contextual information, such as irony or satire.

New Zealand experts argue biases infused into AI models are currently an “unavoid-
able conundrum.?” At the psychosocial-level humans are fundamentally biased and until
consequential programmatic biases can be accounted for in both algorithms and data-
sets, the consensus is that AI should not be without strict human, data, and policy over-
sight for acceptable use. If left unaccounted, however, algorithmic prejudices may prop-
agate societal discrimination and consolidate human predispositions to the “detriment

of rights and fundamental liberties”!*
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A second reservation concerns an adverse Al function creep and the potential for in-
terpretive abuse, hypothetically leading societies down a path toward corruption, state
overreach, and even autocratic totalitarianism.'?” More specifically a looming “AI-toc-
racy” that encroaches on human rights may arise through an insidious progression of
functional creep if left insufficiently accountable.'® Put simply, functional creep occurs
when increasingly capable AI-systems move beyond its initial intended purposes to-
ward other objectives, including general law enforcement or, more sinisterly, mass-pub-
lic surveillance or social-credit type schemes.'” For instance, New York City Police De-
partment’s Domain Awareness System, which leveraged approximately 3,000 CCTV and
ANPR (automatic number plate recognition) systems for counter-terrorism purposes,
was rarely used for such objectives and was instead appropriated for other general law
enforcement uses."* The risk for functional creep is real, particularly when leveraging
vast public datasets which could be vital in amassing leads for criminal investigations,
but possibly for “any number of beneficial social interventions” Moreover, the potential
for interpretative abuse is serious. Even with policy and legislative safeguards, AI will
inevitably be privy to politically-charged subjective interpretation by current and future
governments, including toward the highly ambiguous, political and securitised notion
of terrorism itself. Collecting vast amounts of public data for subsequent AI or human
analysis will pose inherent risks; even anonymisation protection measures are circum-
vented to link datasets to individuals."’! If wielded by an authoritarian regime, harness-
ing Al-powered facial recognition and automated mass-surveillance systems could have
a considerably suppressive effect on social unrest, dissent and inflict oppressive political
control.'**

From a purely security-focused and, perhaps Orwellian, standpoint, New Zealand ex-
perts suggest embedding increasingly accessible AI-powered analytical and surveillance
systems presents an opportunity to foster an extremely safe society where citizens re-
main on best behaviour because they are aware they are under constant surveillance.
However, there lies an unacceptable privacy-security trade-off, given social licence, per-
sonal liberties, and liberal democratic values should be preserved. Nonetheless, while
AT “might not be a panacea to the disease of bad decision-making,” this is not a reason to
reject it entirely.'*® Acknowledging ATD’s limitations and understanding the ways Al can
be abused or inadvertently appropriated to violate civil rights, enables New Zealanders
an opportunity to develop decision-making systems drawing on “respective strengths of

human and machine, without resurrecting old forms of discrimination in a new way.”'**

Conclusion

Over the preceding five years there has been widespread international media coverage,
public debate, and scholarly attention surrounding Al and, on the one hand, its poten-
tial to pose considerable new threats across multiple domains and, on the other hand, its
socio-economic and security opportunities for humanity. Policymakers and researchers
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are yet to agree upon a single authoritative definition of AI, with some contending the
notion is a complex amalgam of various narrow-set technologies. Distinct technological
developments to date have included generative Al, machine learning, deep learning,
natural language, and large language models, and encompass public platforms, such as
OpenATls ChatGPT or Google’s Gemini. However, comprehensive general or even super
artificial intelligence, which could, in theory, outperform humans across every intellec-
tual category simultaneously, remains hypothetical.

Although some guidance in this area is beginning to emerge, New Zealand remains vul-
nerable to the impact of Al including, specifically, on the problem of violent extremism
and terrorism. Given the dearth of public awareness, a lack of proactive political lead-
ership, and non-existent private-public sector collaborative research, there is a potential
impending moral panic on Al development. There are fears that A, unfettered, is being
commercialised in the rushed pursuit of economic-productivity gains much faster than
societies and political leadership can hope to comprehend and control from a national
security standpoint.'** The marketplace may adversely set norms before regulators, pol-
icymakers, and law enforcement can catch up. In the interim, New Zealand and the rest
of the world are perhaps faced with the Wild West of AT commercialisation, including a
vacuum of proactive guidance and mandated trust-by-design principles integrated into
public GenAl platforms."** Meanwhile, there is no a consensus among international
policymakers on the exact risks stemming from Al and how these ought to be priori-
tised by governments.'*” There is also no international convention on AI, which means
any safeguards are implemented on a fragmented and domestic-level.'**

The window of opportunity for security preparedness in New Zealand is rapidly closing.
While governments worldwide are attempting to posture themselves as Al leaders, these
initiatives have not yet borne much fruit. There is currently a problematic lack of inter-
national consensus surrounding AI constraints, safety and security protocols, besides
“in principle” support, and as one New Zealand expert suggests, “there needs to be more
than merely going to meetings, shaking hands and signing declarations” New Zealand
must ensure it is not self-isolated from future international partnerships, and multina-
tional collaboration will be critical for ensuring an effective and unilateral counter-ter-
rorism approach is developed. A key question which should be urgently considered
by New Zealand policymakers concerns how the government may successfully garner
social licence, civil trust, and drive the necessary political leadership to address Al chal-
lenges both domestically and collaboratively with international partners. As a matter of
priority, New Zealand’s political leadership must begin fostering open and transparent
dialogue to initiate and sustain a meaningful national security conversation that raises
public awareness and understanding on Al, so that New Zealanders will be well placed
with respect to this fast-approaching and inevitable technological revolution.
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This article sought to illuminate the urgent need for greater attention towards AT’s ter-
rorist risk and its counter-terrorism opportunities to inform that national security con-
versation on this otherwise nebulous and understudied topic. To that end, the article
provides a definitional foundation on contemporary Al and advanced several key pol-
icy recommendations based on research findings and corresponding expert guidance.
AT use is beginning to exponentially manifest overseas right now and New Zealand will,
by no means, be immune to its global technological advancement. Policymakers must
act now and maintain a watchful eye on these rapid international developments — as Al
pioneer Alan Turing once envisaged: “We can only see a short distance ahead, but we
can see plenty there that needs to be done.”'*’
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