Published by:

g’E‘(T;L“H’;'T“# National Security Journal Contro for Dofone

JOURNAL and Security Studies,
http://nationalsecurityjournal.nz Massey University

ISSN: 2703-1926 (print)  ISSN: 2703-1934 (online)

A Counter-Drone Strategy for New Zealand

Author: Shelley, Andrew. V.

To cite this article: Shelley, A. V. (2022). A Counter-Drone Strategy for New Zealand.
National Security Journal. Published 18 May 2022. doi:10.36878/nsj20220518.02

To link to this article: https://doi.orq/10.36878/nsj20220518.02

View CrossRef data: https://search.crossref.orq/?q=10.36878%2Fnsj20220518.02

Journal Article published 18 May 2022 in National Security Journal.


http://nationalsecurityjournal.nz/
https://doi.org/10.36878/nsj20220518.02
https://doi.org/10.36878/nsj20220518.02
https://search.crossref.org/?q=10.36878%2Fnsj20220518.02

A COUNTER-DRONE STRATEGY
FOR NEW ZEALAND

Andrew V. Shelley'

A recent article in this journal provides a quantitative assessment of the threats
from drones in New Zealand.! The present article builds upon that risk assessment
to develop a counter-drone strategy for New Zealand. Selected literature is
reviewed to identify the key elements of a security strategy. The approaches
adopted to countering drones by New Zealand and its Five Eyes partners are
then reviewed. Australia and Canada have adopted limited measures that allow
radio jamming of drones by Federal police. The United Kingdom has published
an explicit strategy that will allow for organisations other than law enforcement to
act against drones. The United States does not have a published strategy but has
enacted legislation allowing counter-drone action. The Civil Aviation Bill recently
introduced in New Zealand proposes counter-drone powers for law enforcement.
The strategy developed in this article is compared with the provisions in that Bill
and recommendations are provided for improving that legislation.

Keywords: Civil Aviation Bill, counter-drone, drones, Unmanned Aerial Systems,
risk analysis, security strategy

INTRODUCTION

Drones, also known more formally as “unmanned aircraft” or unmanned aerial systems
(UAS), are aircraft intended to operate with no pilot on board.> A drone may either be
piloted remotely, in which case the broader system of which the drone is a part includes
a command and control (C2) link,’ or the drone may follow a pre-programmed path
and be fully autonomous.* Drones have a wide range of potential beneficial applications
including photography, movie making, survey, asset inspection, package and medicine

1 Dr Andrew Shelley is Managing Consultant of Andrew Shelley Economic Consulting, and Chief
Executive of the drone training school run by Aviation Safety Management Systems Ltd. His research
focusses on the regulation of drones and counter-drone systems. This article is derived from a research
report prepared in partial fulfilment of the requirements for the degree of Master of International Security
through the Centre of Defence and Security Studies, Massey University, supervised by Terry Johanson.
Corresponding author: Andrew.Shelley@xtra.co.nz.
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delivery, and agrichemical application. However, as demonstrated by Shelley in his
recent review of drone-related threats to New Zealand, drones can also be used in a range
of criminal and malicious activities.” The threat posed by drones is not just theoretical:
globally a range of incidents have occurred which demonstrate most hypothesised
threats can be readily implemented. A key problem with countering the threat from
drones is that it is extremely difficult to identify the operator of the aircraft. The standard
regulatory prescription by regulatory authorities to require registration of drones and
licensing of operators will be ineffective if the operator does not comply with legal
requirements.® In addition, some threats from drones require an immediate response
to stop the drone, not just an attribution of liability after the fact. Legal and regulatory
systems struggle to keep pace with emerging technologies,” including drone technology,?
and as demonstrated in this study often do not allow appropriate counter-drone action
to be taken.

Counter-drone provisions are included in a comprehensive Civil Aviation Bill (CA Bill)
recently introduced to the New Zealand Parliament.” While several documents were
proactively released when the CA Bill was introduced to parliament,' none of those
documents demonstrate that the CA Bill is part of a comprehensive strategy. Changes
to legal and regulatory systems should not be made on a piecemeal basis but should
be a deliberately made as part of an overall counter-drone strategy linked to national
security objectives. This study develops a counter-drone strategy for New Zealand and
develops recommendations for improvement of the provisions proposed in the CA Bill.

METHODOLOGY

This article describes the nature of the threat potentially posed by drones, and sum-
marises the different means of countering drones. Identification of threats could be
informed by both interviewing appropriate people from within New Zealand’s security
agencies and by textual analysis informed by relevant literature. Due to the difficulty of
interviewing appropriate people, this article relies on a textual analysis that has been
published in a recent article in this journal.' A summary of the key findings of that
article are presented here.

A central question in developing any strategy is identifying the critical components of
a strategy. Selected literature on corporate and security strategy is reviewed to identify
the core elements that should be included in a security strategy. That review identifies
that a strategy should start with a statement of strategic objectives and then identify
potential threats to the achievement of those objectives. A risk assessment should then
be conducted to establish the relative significance of the threats.'? Policy should then be
established to specify what actions will be taken to address the identified threats.'

Development of strategy potentially benefits from consideration of the approaches ad-
opted by others. This article therefore reviews the approaches adopted to countering
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drones by New Zealand and its Five Eyes (FVEY) partners. Australia and Canada have a
piecemeal approach that enables a particular aspect of counter-drone action but, based
on this review, neither appears to have a coherent strategy. The United Kingdom has a
formal counter-drone strategy document' and is proceeding to implement the steps in
that strategy. The United States has what could be described as an emergent strategy’
that is enabling a coherent counter-drone response. The presence of a counter-drone
strategy in both the United Kingdom and the United States enables these states to use
counter-drone operations to protect critical national infrastructure, to an extent that is
not generally possible in Australia, Canada, or New Zealand. New Zealand has recently
introduced legislation that will provide some counter-drone powers to police and ap-
pointed personnel, but some important gaps will still remain.

A counter-drone strategy for New Zealand is then proposed, which has been developed
utilising the critical components identified. Strategic objectives are identified based on
New Zealand’s National Security System Handbook.'® The analysis of strategy identifies
that a key aspect of establishing a strategy is identification of strategic threats, estab-
lishing the risk of those threats, and identifying appropriate controls for those risks.
Identification of threats and risk analysis is informed by the recent article.'” The path of
this research then explores the question of how the identified threats in New Zealand
could be effectively addressed or mitigated. The proposed mitigations are compared
with the measures proposed in the recently introduced CA Bill. Recommendations for
improvement of that legislation are developed. Guidance on implementation of the
counter-drone strategy is provided, including recommendations for the Civil Aviation
Authority and Radio Spectrum Management to be directed to develop and promulgate
a process for relevant people and organisations to receive the appropriate approvals.

BACKGROUND

The Threat Posed by Drones

The key security-related threats from drones in New Zealand are described in a recent
article by Shelley published in this journal.'® The assessment in that article attempts
to express all risks as an economic cost so that (a) the relative size of different threats
can be established, and (b) the estimates provide a guide to the level of resources that
should be expended to counter the threat. The full methodology is described in the
source article, but in essence consists of the following components:

1. A threat occurs at an assumed frequency (daily, weekly, monthly, annual,
once-per-decade), which corresponds to a range of values;

2. When the threat occurs, there is an assumed probability of success (low,
medium, high, certain), which again corresponds to a range of possible
values; and
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3. 'The consequence of a successful event may include fatalities, injuries,
disruption, delay to travel time, damage to aircraft, interruption to power
supplies, all of which can be expressed in dollar terms.

Multiplying the data from these three components provides an expected annual eco-
nomic cost. The word “expected” is used in the statistical sense, which means that it is
the average that will occur over time.

The most important results from the risk assessment in that article are:

(a) The expected annual economic cost of collisions with aircraft is only $0.6m, using
parameters that are arguably high given the historic record. The cost of disrup-
tions, imposed as a mitigation against possible midair collisions between drones
and airliners, is higher than the cost of the problem it is seeking to solve.

(b) The largest cost is from the delivery of contraband to prisons, with an aggregate
expected annual cost of $10.0m. The likely frequency and success of contraband
deliveries across the prison network as a whole are assessed on the basis of news
reports. Contraband deliveries that might result in a fatality are assessed to be
attempted monthly with only a low probability of success and have an expected
annual cost of $2.7m. Contraband deliveries that result in other harm (such as se-
rious injury from drug-related harm) are assessed to be attempted daily across the
prison network, but again with a low probability of success, and have an expected
annual cost of $7.3m. If such deliveries were only attempted weekly then the ex-
pected annual cost reduces from $7.3m to $1.0m, and the total cost of contraband
deliveries is $3.7m.

(c) A combination of four different types of “terror” threats from drones (IED attacks,
incendiary attacks, CBR attacks, and inert noise makers inducing panic) have an
aggregate expected annual cost of $2.1m, some 44 percent higher than the aggre-
gate cost of aviation-related risks.

(d) Disruption to electric power supply has an expected annual cost of $0.9m based
on the cost of “lost load” including lost production during outages.

(e) Diversion to enable other direct action to occur, such as disruption of a Police or
other law enforcement operation, has an expected annual cost of $0.8m.

In addition to the threats described above, Shelley notes but does not quantify threats of
surveillance in areas of commercial or national security sensitivity, delivery of electron-
ic listening devices, and surveillance prior to or during burglary. Drones have allegedly
been used to identify targets for burglary. In addition to providing a visual surveillance
capability, drones can also be used as a listening device or to deliver electronic listening
devices to otherwise impossible to reach locations.
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Means of Countering Drones

The two main ways of countering drones are detection and interdiction. Detection of
drones allows action to be taken to protect the potential target, and may in some cir-
cumstances allow information about the operator of the drone to be obtained. Drones
can be detected by way of radar, analysis of noise signatures, or with automated opti-
cal recognition.” None of these methods is perfect, and subject to both false positives
(something that is not a drone being identified as a drone) and false negatives (an actual
drone not being detected), so a combination of detection systems may be required.”
A further detection method is interception of the C2 link that may be used to control
the drone. A drone can be characterised as a flying computer; often that computer is
controlled remotely via C2 signals transmitted over a radio link, but it may also be fly-
ing a pre-programmed flight path between GPS waypoints and undertaking a pre-pro-
grammed action.”! If the drone is being controlled remotely then interception of the
C2 link is possible, and in some instances may reveal the location of the transmitter.
However, if the drone is flying a pre-programmed flight path then this method will
not work.

The C2 link provides the avenue for two methods of interdiction: jamming’ the radio
link with an over-powering broadcast, and taking control of the drone by ‘hijacking’ the
control link.”> The response of the drone to jamming is uncertain and will depend on
what actions the drone has been programmed to take: some may return to the location
that they took off from or to some other pre-programmed ‘home’ point; others may
hover in place; and a truly malicious operator could programme the drone to deliver
its payload.” Hijacking the C2 link, on the other hand, can instruct the drone to fly to
a safe location and land. Both of these methods require that the drone is being piloted
remotely, but it is also possible that the drone is executing a pre-programmed flight
path and will be unresponsive to any attempt to interfere with the C2 link. In this case,
the only option for directly countering the drone is physical interdiction, which can
range from trained eagles,* defensive drones armed with nets,” nets launched from
stationery, vehicle-mounted, or shoulder-mounted systems,* interceptor drones that
crash into the target drone,”” or even directed energy weapons such as microwaves
and lasers.”®

Core Elements of a Security Strategy

Before assessing the strategy of others and developing a counter-drone strategy for
New Zealand, it is necessary to define what is meant by the term strategy and identify
the core elements of a security strategy. There are few studies identifying the essential
constituent elements of a security strategy. The conventional Western approach to
military strategy relies on the concept of “ends, ways, means” proposed by Lykke,”
and taught at the US Army War College.” In the broadest sense, a strategy is a set of
choices for achieving a particular objective,’ and this concept of choice is reflected
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in Lykkes ends-ways-means framework. However, Lykke’s approach is devoid of a
strong theoretical approach and has been criticised by others.” Stolberg compares the
national security strategy development process of Australia, Brazil, South Africa, the
United Kingdom (UK), and the United States of America (USA) to identify the most
important elements of both the strategy development process and the security strategy
itself,® but he advances no theoretical framework for why the identified elements are
important. Du Mont proposes 10 “core elements” and three “optional elements” that
should comprise a security strategy,* however these elements are again divorced from
any theoretical basis.

Rumelt argues that the “kernel” of a good strategy “contains three elements: a diagnosis,
guiding policy, and coherent action”* Krasner asserts that “grand strategy is a conceptual
framing that describes how the world is, envisions how it ought to be, and specifies a set
of policies that can achieve that ordering”*® Krasner’s approach aligns closely with the
first two elements of Rumelt’s kernel, with Rumelt’s strategic diagnosis encapsulating
both the description of the current state of the world and the vision of how it should be.
The analysis that follows conducts a comparative analysis of Rumelts kernel with the
frameworks provided by Du Mont and Stolberg to establish the essential elements of a
security strategy.

The first element of Rumelt’s kernel is the ‘strategic diagnosis, being an accurate state-
ment of the problem or challenge to be overcome. Rumelt separates the diagnosis from
objectives, positing that a strategy transforms “vague overall goals into a coherent set
of actionable objectives”. Other authors, however, start with objectives. Stolberg recom-
mends that those formulating strategy should “identify and prioritize national inter-
ests”’” while Du Mont recommends “accurate reflection of national values” and “clear
articulation of national interests”. Having identified national interests, Stolberg propos-
es the formulation of “objectives for the strategy”,”® but in this context, the objectives
are broad statements of what the strategy is intended to achieve, which is in essence the
same as Du Mont’s “declaration of strategic vision”. Ultimately, the difference between
Rumelt, Stolberg, and Du Mont on this point is essentially one of semantics, caused in
part by the synonymous nature of the words “goal” and “objective”. Rumelts diagnosis
requires that there is a problem that requires solution, which in turn implies that there
is an ideal end state and that the current situation departs from that end state. Rumelt
refers to the ideal end state as a “goal’, while others refer to it as an objective. The ideal
end state may also be expressed as the “ends” that the strategy is intended to achieve.”
Given the greater frequency with which the word “objective” is used in the sources re-
viewed, the current research uses the term “strategic objective” as the descriptor for the
ideal end state. In keeping with the idea that a strategy is a set of choices, the strategic
objective itself is also a choice.”” A security strategy is a strategy concerned with achiev-
ing or addressing particular security objectives that are in the national interest, whether
that is national security as a whole, or a particular element of national security.
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All of the authors reviewed start with a strategic objective, albeit expressed using differ-
ent terminology. This objective is merely the starting point in establishing the strategic
diagnosis. With that established, Stolberg and Du Mont both propose a risk assessment,
which necessarily requires identification of potential threats, and an assessment of the
risk from each threat. A risk assessment thus creates “a prioritized approach’*' ensuring
that resources can be focussed on the challenges that pose the greatest risk. Taken as
a whole, the strategic diagnosis thus provides a high-level view of what the strategy’s
authors envisage the ideal future to be, with the risk assessment identifying the most
significant challenges to be overcome to attain that future state. The diagnosis “sim-
plifies the ... overwhelming complexity of reality by identifying certain aspects of the
situation as critical”**

The second element of Rumelt’s kernel is a ‘guiding policy’ Just as it was important
to define what is meant by “strategy’, it is also important to define what is meant by
“policy”® It is sometimes suggested that “it is difficult to define policy”, which is un-
surprising when the study of policy may conflate the study of decision-making pro-
cesses, policy, and policy outcomes. However, Rumelt is clear that the guiding poli-
cy provides direction on the actions that will be taken to address the identified
challenges, which is consistent with the practice of policy in the corporate world.
Similarly, Bacchi suggests that in a public policy context, “the term ‘policy’ is gen-
erally associated with a program[me or] course of action’* Thus, for the purpose of
the present analysis, the guiding policy is a statement of what is intended to be done
to address the challenges identified in the strategic diagnosis.” Like Rumelt, Kras-
ner explicitly requires a set of policies to achieve the strategic objective. Stolberg re-
fers to “ways and means’, which in the context of military strategy can be expressed
as the actions, methods and process executed to achieve the strategic objective(s)*
together with the required resources.”” Thus, Stolberg’s “ways” are entirely consistent
with the concept of a set of actions, or policy, to achieve the objective. At a high level,
Du Mont’s ‘basic implementation guidance’ is a statement of what is to be done and is
thus consistent with requiring a statement of policy.

The various authors then include elements in their strategic frameworks which are not
obviously required for a strategy. The third and final element of Rumelt’s kernel is ‘co-
herent action, which is absent from the other authors’ frameworks. Both Stolberg and
Du Mont posit that there should be ‘measures of effectiveness, which will help to ensure
whether the actions being taken are effective in addressing the problems identified in
the strategic diagnosis. Stolberg and Du Mont both include a feedback mechanism, with
Du Mont suggesting that this is optional. A formal feedback mechanism is absent from
Rumelt’s kernel, not because it is not important but because strategy should never be
static and should always adapt to changing circumstances, and feedback is part of that
process. Finally, Du Mont also suggests that there could be a “legacy statement” essen-
tially a political statement of what has been achieved to date and an explanation of the
methodology used to develop the strategy.
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Having reviewed the three frameworks, the critical aspects of a security strategy can be
summarised as:

1) A strategic diagnosis, consisting of:
a) A statement of objectives or strategic vision;
b) A threat analysis identifying potential challenges to achieving the strategic
vision; and
c) A risk assessment of the identified threats.
2) A guiding policy which states at a high level what is to be done to address the
identified threats.

FIVE EYES PARTNER RESPONSES

New Zealand is a member of the Five Eyes (FVEY) arrangement, having been admitted
in 1956.* While the agreement that gave rise to FVEY was initially limited to intelli-
gence-sharing, the level of cooperation engendered under the “Five Eyes” umbrella now
extends far beyond that of the original agreement.* In recent years the FVEY countries
have held a “Five Country Ministerial” (FCM) meeting for political representatives to
discuss issues of mutual interest. The communiqué issued at the end of the 2019 FCM
provided a joint statement in relation to five broad areas of security concern,* and spe-
cifically addressed drones as a threat to public safety and national security. The FCM
committed:*

...to create a stronger Five Country approach to [drones] informed
through co-ordinated and in-depth information sharing around
threat, vulnerabilities, and counter-[drone] technology.

Notwithstanding the commitment to a stronger five-country approach, the response to
the threats posed by drones has varied considerably across the FVEY partners. Consider
the distinction between tactical measures and the existence of a strategy. Tactical mea-
sures may enable use of any of the main methods of detection or interdiction; however,
those measures may have been developed on a piecemeal basis rather than as part of
an overall strategy. The responses of Australia and Canada have been tactical, allowing
some counter-drone measures to be taken but without an apparent over-arching strat-
egy. The United Kingdom is the sole member of the FVEY alliance to have published a
counter-drone strategy and is in the process of implementing that strategy. The United
States has what Fontaine and Burton refer to as an emergent strategy,”* evident in the
actions taken to enable counter-drone response, rather than a strategy espoused in a
publicly available counter-drone strategy document. New Zealand has been the laggard
of the FVEY partners, with no power for law enforcement to undertake counter-drone
action. However, legislation introduced in September 2021 may place New Zealand in
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a similar position to the United States. Further detail on each of the FVEY partner re-
sponses is provided below. Recommendations for change to New Zealand’s proposed
legislation are reserved until the development of strategy proposed later in this article.

Legal Constraints

To appreciate the extent to which some legislative changes may be part of a response
to drones it is helpful to first understand some of the legal constraints that exist in
each country. All five of the FVEY partners are members of various international trea-
ties which are then codified in each country’s laws. Minor wording differences in how
these treaties are codified can have potentially significant implications for what count-
er-drone action is legally available.

Interference with an aircraft

All of the FVEY partners are parties to the Convention for the Suppression of Unlawful
Acts against the Safety of Civil Aviation, otherwise known as the Montreal Conven-
tion.”® Article 1 of the Montreal Convention provides a person commits an offence if
he or she:

unlawfully and intentionally... destroys an aircraft in service or caus-
es such damage to an aircraft which renders it incapable of flight or
which is likely to endanger its safety in flight.

A drone is an aircraft, so this provision applies to drones, and also applies to actions
taken against drones. Of note, the action must be both unlawful and intentional to
give rise to an offence. Australia®® and the United Kingdom> have replicated the
qualification that the action against an aircraft is only an offence if it is unlawful; thus
where a party has a legal right to take action against a drone the exercise of that right
will not contravene the legal prohibition. Conversely, Canada,*® New Zealand,”” and the
United States® have all omitted the qualification that the action is unlawful, thus any
action that might render a drone incapable of flight, or damages it, would potentially
constitute an offence.

Prohibition against jamming

Each of the FVEY partners is also a signatory to the International Telecommunications
Convention (ITC) and agrees to comply with the Radio Regulations.” The ITC pro-
hibits harmful interference with the radiocommunications of another state, but each
of the five nations has enacted national legislation that prohibits all jamming within
their country. As discussed below, Australia and Canada have explicitly moved to allow
jamming of drones by federal police forces. In New Zealand, the Radiocommunications
Regulations (Prohibited Equipment - Radio Jammer Equipment) Notice 2011 prohibits
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the “use of radio jammer equipment other than by a permitted person”® While there
is no published process for becoming a permitted person, comments posted publicly
on LinkedIn also indicate that Radio Spectrum Management (RSM), the government
agency responsible for managing radio spectrum licensing in New Zealand, has granted
a temporary licence to the New Zealand Defence Force (NZDF) to test counter-drone
jammers.*'

Australia & Canada: tactical responses to allow jamming

In contrast to its detailed counter-terrorism strategy® and associated guidance docu-
ments, Australia does not have a published counter-drone strategy. Likewise, Canada
also does not have a published counter-drone strategy. However, Australia and Can-
ada have both recognised the need to allow law enforcement officials to utilise radio
jamming against drones. Both jurisdictions are federations, and the power to utilise
jamming is reserved for the federal police force rather than state or municipal police
forces. There is also no power for airport operators or providers of critical national
infrastructure to be able to utilise jamming. In both jurisdictions the authorisation for
jamming appears to be divorced from any over-arching counter-drone strategy, and as
such can be considered to be a tactical measure.

In Australia, the Radiocommunications Act 1992 prohibits interference with radio-
communications, including by way of jamming.* Following a consultation conducted
by the Australian Communications and Media Authority [ACMA], the Radiocommu-
nications (Unmanned Aircraft and Unmanned Aircraft Systems) Exemption Determi-
nation 2019 was promulgated,* authorising the Australian Federal Police (AFP) to be
jamming devices against drones (“UAS Exemption Determination”). The UAS Exemp-
tion Determination authorises the use of a “radio navigation satellite service” (RNSS)
jamming device,” but only in frequency bands used for C2 by consumer drones rather
than used for RNSS.® Notwithstanding this drafting error, the operation of a RNSS
jamming device in the frequency bands specified in the UAS Exemption Determination
will still have the effect of jamming the C2 signal if sufficient power is used.

Whereas aviation and telecommunications are federal matters and addressed by federal
legislation and a national regulator, interference with computer systems is addressed in
the legislation passed by each State. However, the Council of Australian Governments
has developed a Model Criminal Code® for adoption by individual States. Chapter 4
of the Model Criminal Code specifies crimes of “unauthorised access, modification, or
impairment” of computer systems® and “unauthorised impairment of electronic com-
munication”® An action is defined as unauthorised “if the person is not entitled to
cause that access, modification or impairment”.”® Whether the Model Criminal Code
allows law enforcement and other persons to access and impair the computer on a

drone or to impair the electronic communication of a drone depends on whether those
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individuals have a legal entitlement to access or cause impairment. In the absence of
specific enabling legislation, an argument may be able to be made for law enforcement
to exercise these powers, but there is unlikely to be a corresponding right for other en-
tities such as airport operators and critical infrastructure providers.

In Canada, the Radiocommunications Act 1985 has a general prohibition against in-
stalling, using, possessing, manufacturing, importing, distributing, leasing, or selling a
jammer.”! However, the ‘Radiocommunication Act exemption Order (Jammers Royal
Canadian Mounted Police)’ provides the Royal Canadian Mounted Police (RCMP) with
broad powers to utilise jamming equipment for the following purposes:”

(a) national security;
(b) public safety, including with respect to penitentiaries and prisons;
(c) international relations;

(d) the investigation or prosecution of offences in Canada, including the
g P g
preservation of evidence; and

(e) protection of property, or the prevention of serious harm to any person.

The order thus enables the RCMP to utilise any form of jamming device for any pur-
pose related to the broad scope of their responsibilities. Unlike Australia, which has
limited the AFP to only utilise jamming devices against drones, the RCMP are able to
use jamming devices for a wider set of activities including preventing the activation of
radio-controlled trigger mechanisms on IEDs.

The Canadian Criminal Code makes it an indictable offence to “intercepts or causes to
be intercepted, directly or indirectly, any function of a computer system””* In the absence
of specific authorising legislation there is no right to utilise a device that intercepts
a function of the computer system of a drone, which could apply to transmissions
generated by the drone. The Criminal Code also makes it an indictable offence to
intercept a private communication,” which could potentially apply to the interception
of transmissions between the UAV and the flight controller. The Criminal Code does
contain various provisions for authorising interception or obtaining a warrant, but
these would generally be impracticable for monitoring drone proximity and activity,
and do not apply to people other than an “agent of the state”. However, Police officers
are granted the power of immediate interception if the “officer has reasonable grounds
to believe that ... the interception is immediately necessary to prevent an offence that
would cause serious harm to any person or to property”.”> This provides some ability for
Police to intercept the communications between a drone and the flight controller but
the restriction that the interception is “immediately necessary” could be problematic
for the proactive monitoring of drone transmissions in situations where a drone might
be used to cause harm.
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The United Kingdom’s Explicit Strategy

The United Kingdom (UK) has a published counter-drone strategy, the UK Count-
er-Unmanned Aircraft Strategy.”® This strategy starts with a clear statement of strategic
objective, “to reduce the risk posed by the highest-harm illegal use of drones””” The
strategy briefly touches on risk but does not include a risk assessment, instead making
reference to two previous consultations that did define and analyse risks. The strategy
provides four policy objectives: “develop a comprehensive understanding of the evolv-
ing risks posed by the malicious and illegal use of drones™;”® “take a ‘full spectrum’
approach that maximises the opportunities to deter, detect and disrupt the criminal
misuse of drones”;” ensuring counter-drone products “meet the highest security stan-
dards”* and “empower the police and other operational responders through access to
counter-drone capabilities and effective legislation, training and guidance”® Specific
areas of action are identified to achieve each policy objective.

The Air Traffic Management and Unmanned Aircraft Act 2021 enacts some of the key
provisions required to meet the second policy objective.® Police are granted powers
to require a person to land a drone, provide proof that competency requirements
have been met, provide proof of drone registration, provide proof of pilot identity,
and provide proof of consent for certain types of flight. The Centre for Protection of
National Infrastructure is currently testing and evaluating technology to detect, track,
and identify drones,* one of the steps in the UK strategy. This technology is intended
to be available to national infrastructure providers and other relevant parties to protect
against drones.

The United States of America’s Emergent Strategy

The United States of America (USA) has implemented two pieces of legislation that
enable the use of actions to counter drones. Since 2018 the National Defense Authori-
zation Act allows action to be taken by members of the US armed forces and relevant
civilian employees against drones that potentially threaten assets or facilities related to
national security.** The Preventing Emerging Threats Act 2018 enables the Department
of Homeland Security, the Department of Justice, and the United States Coast Guard
to also take action against drones in a wide range of circumstances.® Both pieces of
legislation allow actions such as warning the operator, seizing control of the drone,
and destroying the drone in response to a potential threat. Despite these provisions for
specified government agencies, there is no general provision for a wider private sector
right to engage in counter-drone activity.*

New Zealand’s Response to Drones

Under current legislation, law enforcement officials lack any power to require a person
to land a drone that they are piloting, and lack an effective authority to require a drone
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pilot to provide identifying details (such as their name and address), with the operator
of an aircraft having 10 working days to provide identifying details.”” New Zealand law
enforcement agencies and the New Zealand Defence Force (NZDF) lack any legislative
authority to utilise jamming devices within New Zealand (although a temporary permit
to allow jamming may be obtained from RSM?*), and lack any legislative authority to
take other action to stop or destroy a drone that is causing a risk to security. Law en-
forcement agencies lack any legislative authority to require a drone to land or to require
the immediate identification of the drone pilot. Furthermore, intercepting drone C2
signals and using them to detect, track, and identify the drone may be illegal for any
person who is not a law enforcement officer or a member of the NZDE®

Some of the deficiencies were to be temporarily remedied for the duration of the APEC
2021 events, with the Asia Pacific Economic Cooperation (APEC 2021) Bill providing
Police with broad powers to counter drones® and enabling the use of “wireless electronic
countermeasures~ against both drones and remotely activated IEDs. However, the Bill
was withdrawn when the physical visits by dignitaries to New Zealand as part of APEC
2021 were cancelled due to covid-19.

A new CA Bill, proposing comprehensive change to multiple areas of aviation legisla-
tion, was introduced to the New Zealand Parliament on 8 September 2021. The CA Bill
creates the position of “response officer”, being a person appointed by the Director of
Civil Aviation (DCA) specifically for the purpose of responding to drones. When a con-
stable or response officer has reasonable grounds to believe that an applicable offence is
to be commissioned with a drone, or the drone will be operated in a manner that “may
endanger people or property” they may:”!

(a) enter a place, vehicle, or other thing and search for the [drone];

(b) prevent the [drone] from taking off;

(c) seize the [drone] and anything being used, or that may be used, to con-
trol the [drone];

(d) detain the [drone] and anything being used, or that may be used, to con-
trol the [drone]; and

(e) destroy the [drone].

At face value, these powers will be similar to the powers granted by the relevant legisla-
tion in the United States and would enable effective action to be taken against drones.
From the associated cabinet papers,” it is apparent that the measures in the CA Bill are
reaction to the potential that a threat to aviation may occur and are not part of a wider
strategy. The CA Bill does not include any provisions remedying the issue of not being
able to request name and address details in a timely manner, reserving that power for
inspectors® who are separate from response officers and do not respond to drone-relat-
ed incidents. The CA Bill also does not remedy the inability to detect, track, and identify
rogue drones.
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STRATEGY DEVELOPMENT
Objectives

The objectives for the counter-drone strategy proposed here can be drawn directly
from the objectives of the New Zealand national security system. The National Security
System Handbook defines national security as:

“the condition which permits the citizens of a state to go about their daily
business confidently free from fear and able to make the most of opportuni-
ties to advance their way of life”**

One of the key objectives underpinning New Zealand’s national security strategy is
“ensuring public safety”, being the mitigation of “risks to the safety of citizens and
communities”* This objective is of particular relevance to a counter-drone strategy, as
many of the potential threats from drones present risks to individuals. Other relevant
objectives contained in New Zealand’s national security strategy are “sustaining
economic prosperity” and “maintaining democratic institutions and national values”*
Sustaining economic prosperity is defined as “maintaining and advancing the
economic wellbeing of individuals, families, businesses and communities’,”” which is
particularly relevant to preventing activities that could involve espionage, sabotage, or
other attacks on businesses. Maintaining democratic institutions and national values is
concerned with preventing actions “aimed at undermining or overturning government
institutions”,”® which encompasses the counter-terrorism aspects of a counter-drone
strategy.

Risk Assessment

Risk assessment is the prioritisation and management of “risks based on the likelihood
and severity of their likely impact on national interests”* As with the UK Counter-Un-
manned Aircraft Strategy,' the risk identification and assessment for New Zealand is
primarily conducted in a separate document - a recent article in this journal.'" Key
results from that assessment are summarised earlier in this article. Based on that risk
analysis, and utilising the expected annual cost of a threat as a quantitative measure of
risk, the risks referred to previously and in order of priority are:

1. Drone deliveries of contraband to prisons ($3.7m-$10.0m), which a
“[risk] to the safety of citizens and communities” and impedes activities
“ensuring public safety”.

2. Terror-related threats to mass events ($2.1m), which is a “[risk] to the
safety of citizens and communities”.

3. Surveillance and/or espionage in areas of commercial or national security
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sensitivity (not valued, but assumed here to be worth at least $1.0m per
year), which is a direct threat to “sustaining economic prosperity”.

4. Disruption to electric power supplies ($0.9m), which threatens the “well-
being of individuals, families, businesses and communities”.

5. Diversion / disruption related to law enforcement ($0.8m), which im-
pedes activities “ensuring public safety”.

6. Collision with general aviation aircraft (helicopters and light aircraft),
which is a “[risk] to the safety of citizens” and a threat to “the economic
wellbeing of individuals, families, [and] businesses”

7. Collision with airliners, which the historical record shows happens only
extremely rarely and might result in superficial damage to the aircraft.
However, on the basis of theoretical simulations, there is a possibility of
major damage to the aircraft which could threaten both individual safety
and the economic wellbeing of the business operating the aircraft.

To place these risks into perspective, the New Zealand Ministry of Transport (MOT)
uses a Value of a Statistical Life of $4.42 million per fatality for estimating the social cost
of death and injury from transport accidents across transport modes.'*> Thus, the high-
est risk is equivalent to an average of between 0.8 and 2.26 fatalities per year. The risk
from terror-related threats is equivalent to approximately 0.5 fatalities per year. Risk to
aviation other than disruption of flights has an expected annual cost of $0.6m, which is
equivalent to just 0.14 fatalities per year.

Disruption of flights — while included in the recent risk analysis - is a result of the policy
of eliminating all risk by diverting air traffic at controlled aerodromes in the event of a
drone sighting. That cost could be immediately eliminated by stopping the use of this
policy. While this would likely be a controversial change, the historical record shows
that (a) it is small aircraft, particularly helicopters, that are at risk in areas where air
traffic control is not necessarily controlling aircraft, and (b) while drones have collided
with larger aircraft, there has never been a serious incident involving such a collision
between an airliner and a drone.'”

Strategic Considerations
Compliance-based Policy Interventions will not stop criminal misuse

The MOT advances a regulatory programme focussed on a basic online licence test
for drone pilots and registration of drones as key policy tools for controlling misuse of
drones.'” The CA Bill also includes provisions to criminalise unauthorised incursion
into controlled or restricted airspace, and the associated cabinet paper explicitly links
that provision to drones.!” These interventions may be appropriate for the inadvertent
or negligent misuse of drones, but they will not stop the deliberate misuse of drones.



16  NATIONAL SECURITY JOURNAL

A current example of how policy interventions relying on compliance will not stop
criminal misuse is provided by the increasing level of firearms-related crime in New
Zealand. In the aftermath of the 15 March 2019 mosque shootings, New Zealand rushed
to ban military style semi-automatic firearms and assault rifles,'* with the Prime Min-
ister vowing “we cannot allow this to happen again”'”” Opponents of the changes noted
that the mosque shootings were a criminal act, and the law changes targeted law-abid-
ing firearms owners rather than the “problem of criminal activities with firearms going
unpunished”'®® While it will be impossible to ever prove that the law changes prevented
an attack that would otherwise have occurred, evidence shows that assault rifles are still
in the possession of the criminal fraternity, with repeated news reports of AK-47 rifles
and other prohibited firearms being recovered in Police operations.'?® 10 1!!

Furthermore, data released by New Zealand Police''? shows that the underlying increase

in firearms-related crime has continued unabated. Omitting the outlier event of the 15
March 2019 mosque shooting, total firearms-related offences in New Zealand were 901
in calendar year 2018, 1,050 in 2019, and 1,141 in 2020. There were 647 offences in the
six months to the end of June 2021, suggesting a possible total of 1,294 offences for
2021. It is apparent that the firearms law changes — which rely on compliance - have
not had any effect on firearms-related crime, and instead such crime requires a direct
response from Police.

Strategy must be deliberate, not reactionary

New Zealand National Security System has been described as “reactive’'"* driven in
part by “responses after the fact to significant events”''* and “effectively reactionary in
nature”'"® An example of this reactionary behaviour is provided by the changes to fire-
arms legislation in the wake of the March 15 Mosque Shooting,"® discussed above. The
Mosque Shooting was not a normal event in New Zealand, but it precipitated a range
of legal changes which adversely affected law-abiding firearms owners but had no effect
on the level of firearms-related crime. As described above, such crime has continued
to worsen.

The risk analysis implies that the same dynamic could occur in relation to drones.
Events that are rare could result in fatalities, and even rare events can occur in
clusters.'”” The current policy proposals from MOT"'® are based primarily on aviation-
related threats which the risk analysis suggests are infrequent and relatively low risk.
When those policies prove ineffective in controlling criminal misuse of drones there
is a risk that alternative policies will be adopted which, mirroring the experience with
firearms, curtail the rights of law-abiding drone operators while not addressing the
underlying problem.
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Necessity of Immediate Response

The characteristics of drones, and particularly their inherent ability to fly rapidly and
undetected, means that often an immediate response will be required. When a drone
is detected crossing the boundary of a prison, action to counter the drone is required
then and there; in twenty minutes time — which might be the response time for Police
- the drone will have delivered whatever it was sent to deliver and will no longer be on
the scene. Similarly, if there is a potential terror attack at a mass event an immediate
response is required to stop the threat.

Selection of potential controls

Having identified and prioritised relevant drone-related threats, and identified relevant
strategic considerations, this article now examines the appropriate “risk controls” - the
policies and actions that will provide an effective response to the identified threats. A
five-pronged strategy is proposed:

1. Abandon policies that will not address the threat;

2. Use an intelligence-led risk-based approach to developing policy;

3. Implement legislation that empowers relevant entities to take appropriate
action;

4. Utilise a flexible approach that enables a wide range of organisations to
implement counter-drone capabilities; and

5. Ensure that counter-drone responders are able to take proportionate
actions short of destroying the drone.

Each of these elements is discussed in further detail below.
Abandon polices that will not address the threat

First, it is necessary to abandon the notion that policies such as online pilot licensing
and registration of drones - as advocated by MOT"” - will do anything significant to
counter the threats identified. There may be other reasons for adopting these policies,
but they will not prevent intentional malicious use of drones. Starting from this posi-
tion will ensure that wishful thinking does not dominate the policy formulation process
and will help ensure that policies are justifiable on the basis of genuine benefits.

Use an intelligence-led risk-based approach to developing policy

New Zealand must also abandon a data-driven reactionary approach in favour of an in-
telligence-led risk-based approach to responding to drone threats.’® As discussed ear-
lier, the reactionary approach is evident in New Zealand’s approach to firearms reforms
in the wake of the March 15 shootings. The data-driven reactionary approach is also
evidenced by government policy papers arguing that the pre-Christmas delays in 2018
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at Gatwick Airport provide justification for regulatory proposals.'* '** The fact that de-
lays happened is a data point, and that the initial justification for those delays was the
sighting of drones is part of that same data point. However, a more fully developed
picture would show (a) that military drone-detection equipment was unable to detect
a single rogue drone;'** (b) there are credible reports that at least some sightings may
have been of a helicopter;'** and (c) Sussex Police have even admitted that there might
not have ever been a drone.'” An intelligence-led approach would largely discount the
Gatwick incident, and would utilise appropriate statistical analysis to determine wheth-
er changes in observed occurrences represent a change in the threat level, or whether
they are consistent with the assumptions underpinning existing policy settings. As al-
ready noted, random events may occur in clusters, and those clusters do not necessarily
provide a justification for changing policies.

Implement legislation that empowers relevant entities to take appropriate action

An effective response to drone-related threats requires the ability to utilise drone-detec-
tion equipment, and may, at times, require the ability to utilise signal jammers, nets, and
kinetic interceptors (including drones that physically intercept the threat). As Shelley
(2019) asserts this in turn means that legislation must be enacted that provides:'*

« apositive right to undertake drone detection activity to ensure that such actions
do not contravene the Radiocommunications Act 1989;

o aqualified right to undertake counter-drone activity; and

« apositive authorisation to access the computer system on board a drone when a
right exists to undertake counter-drone activity.

In addition, as noted in the discussion of interference with an aircraft, a single word
change is required to the Aviation Crimes Act 1972 to allow lawful action against drones.
These legislative changes will allow relevant agencies in New Zealand to exercise the
same powers to utilise jamming as are available to all four of our FVEY partners and
allow other actions to directly counter drones as are available in the United States. The
proposals in the CA Bill provide the relevant powers, but do not address the required
changes to the Aviation Crimes Act 1972 nor the Radiocommunications Act 1989.

Utilise a flexible approach

The speed of response required for the most significant drone-related threats requires
that a party who is on-site has the ability and authority to respond to the threat. This
means that the appropriate party to provide a response is different for each threat. The
most significant threat from drones is at prisons, where Department of Corrections staff
are the most logical responders. The second most significant threat is a terror attack at
a mass event. The nature of the Police presence at such events will depend on the nature
of the event. It is possible that Police could be the lead agency for such events, but it
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might also be appropriate for contracted security personnel to provide the response
capability. Any immediate response to drones engaged in surveillance and espionage at
commercial facilities would be best addressed by personnel contracted or employed by
the operator of those facilities. Surveillance and espionage in areas of national security
sensitivity is best addressed directly by NZDF, including contracted private security if
appropriate. Any threat to power supplies, particularly at an electricity substation will
be best addressed by the operator of the substation. Diversion and disruption of law
enforcement activities can be addressed by law enforcement or contracted security.

While threats to aviation were the least significant of the threats analysed, it may still
be considered that some form of response capability is required. The Aviation Securi-
ty Service (AvSec) is located at the five major airports and would be the appropriate
responder at those locations. Most if not all other airports serving regular scheduled
passenger flights have contracted security staff onsite, and those personnel would be
the logical individuals to provide an immediate response to a drone threat.

These examples demonstrate that an effective response to drone threats requires a
flexible approach that enables the most appropriate organisation, with personnel al-
ready on site, to deploy the relevant drone-detection or counter-drone capability. This
is the approach adopted in the UK. The CA Bill ostensibly provides an appropriate
level of flexibility, providing the DCA with powers to appoint a broad range of persons
as response officers. However, there is an apparent preference for response officers to
be restricted to law enforcement. The Cabinet minute associated with an earlier con-
sultation paper stated that cabinet “agreed that the commentary document includes a
section that seeks stakeholder views on options to provide law enforcement agencies
with powers necessary to detain, seize or destroy drones” (emphasis added).'”” The Reg-
ulatory Impact Statement that accompanies the counter-drone provisions of the CA
Bill acknowledges the potential relevance to the Department of Corrections of being
able to undertake counter-drone action,'”® and consistent with that the CA Bill pro-
vides that a “statutory officer” may be appointed as a response officer.'”” The Regulatory
Impact Statement also acknowledges the potential need for airport staff to take action
against drones, but notes only that the proposed approach “does not preclude” this from
happening.'*” Choosing to restrict capability to law enforcement such as Police and/or
AvSec will necessarily increase response times and result in a lower level of security.
In most cases analysed by Shelley (2021),"! restricting powers to law enforcement will
prevent any effective response.

Enable proportionate actions short of destroying the drone

There are also a number of actions between detecting a drone and destroying that drone
that should be available to any person authorised to respond to drone threats, particu-
larly the power to order a person to land a drone or remove it from the area of concern.
These powers are common features of the strategies adopted by the United Kingdom
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and United States. These powers were contained in the APEC 2021 legislation but are
absent from the CA Bill. Furthermore, while these powers might normally be thought of
as being reserved for identifiable law enforcement personnel - including Police, AvSec,
Department of Corrections officers, Customs Service officers, and Ministry of Primary
Industries officers - it is not unreasonable for security personnel at an identifiable lo-
cation to have the same powers. Such a location might be a stadium, a high technology
facility, an electricity substation, etc.

A minor change is required to the Radiocommunications Act 1989 to enable person-
nel other than law enforcement and NZDF personnel to detect, track, and identify
drones."** '** Such actions enable precautions to be taken against drones that stop short
of destroying the drone. The CA Bill should also provide an authorisation to access and
control the on-board flight controller for a drone, which would enable applications that
hijack the C2 link to be used to land the drone in a safe location.

Implementation Guidance

There are three important implementation issues: which agency should be responsi-
ble for development of legislation; the Civil Aviation Authority’s (CAAs) demonstrated
slowness to develop processes for new regulatory authorities; and the granting of per-
mits to operate drone jamming equipment. Legislation (both primary and subordinate)
concerning aviation is prepared by the MOT and, on that basis, it might be considered
that the logical choice is for the MOT to lead the development of the legislation. How-
ever, Police are the lead agency for domestic counterterrorism response, and given that
the combined threat from terror related events, threats to prisons, and disruption of law
enforcement significantly outweighs the threats to aviation, it would also be reasonable
for Police to be the lead agency for developing this legislation. In contrast, the develop-
ment of the CA Bill has been led by the MOT and reflects an aviation-centric approach.

Second, if counter-drone response is restricted to response officers designated by the
DCA, then the CAA must be directed to develop and promulgate an appropriate process
in a timely manner. The general tenor of the Regulatory Impact Statement'** suggests a
general ambivalence to appointing response officers outside of the CAA or AvSec, and
this could be easily effected by the CAA prioritising resources to address other matters.
Another drone-related rule provides an example of how slow CAA can be to develop
necessary processes when it apparently does not see them as important. Civil Aviation
Rule 101.202 provides for an “approved person or organisation” to undertake specified
functions including issuing a pilot qualification for drones, inspecting and approving
drones weighing more than 15kg, and authorising the operation of drones weighing
more than 15kg."** As of February 2020, some four and a half years after the 101.202
rule came into force, there was “no formal procedure to apply for a 101.202 approval”.'*
This meant that potential applicants did not know how to make the application nor
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what criterion they would need to satisfy to become approved. To avoid a similar situa-
tion occurring with counter-drone response, the CAA must be directed to develop and
promulgate a process and criteria for appointment as a response officer, and to do so in
a timely manner.

Third, there is also a question over which agency should have a licencing authority for
operators licenced to utilise signal jammers against drones. The two logical alternatives
are (a) the CAA, which will be given the power to appoint response officers, and (b)
Radio Spectrum Management (RSM), which manages and licences all matters relating
to radio spectrum. Given the risk assessment described in this report, it is apparent
that risks to aviation are relatively small, while the issues relating to the use of jammers
are potentially more significant. In Australia it is the Australian Communications
and Media Authority (ACMA) that issued the exemption allowing federal police to
utilise jammers, not the Civil Aviation Safety Authority (CASA). It is also appropriate
that RSM, being the New Zealand equivalent to ACMA, is the regulatory agency for
jammers here in New Zealand. This is consistent with RSM being the agency responsible
for the Radiocommunications Regulations (Prohibited Equipment — Radio Jammer
Equipment) Notice 2011."” Given the wide range of parties who may have a legitimate
reason to operate counter-drone jamming equipment, RSM should also develop a clear
process for applying for becoming a permitted person under that Notice.

CONCLUSION

The new Civil Aviation Bill contains significant new powers to enable law enforcement
and (potentially) “statutory officers” to take action against drones. However, it appears
that the legislation has been developed in response to high profile events (such as the
discredited Gatwick event), rather than as part of a comprehensive strategy. For many of
the threats analysed, restricting powers to law enforcement will be insufficient. An anal-
ysis of New Zealand’s FVEY partners suggests that New Zealand is not alone in lacking
a strategy to deal with the malicious drone use.

New Zealand is exposed to a range of potential threats from the misuse of drones, in-
cluding delivery of contraband to prisons, terror attacks at mass events, attacks on or
disruption to aviation, attacks on and disruption of critical infrastructure and energy
production, and espionage. The two most critical risks in New Zealand are the delivery
of contraband to prisons, and the potential for a terror attack at a mass event. There
are also lesser threats from espionage (including commercial espionage), disruption to
power supplies, and disruption to law enforcement operations. Setting aside the cost of
disruption to airline transport that is the intended outcome of the current policy of di-
verting or holding flights when a drone is sighted, the risks to aviation are relatively low.
To address the identified threats a five-pronged strategy should be adopted:



22 NATIONAL SECURITY JOURNAL

1. Abandon policies that will not address the threat, particularly basic operator
licensing and drone registration;

2. Use an intelligence-led risk-based approach to developing policy so that interven-
tions are focussed on the greatest risks;

3. Implement legislation that empowers relevant entities to take appropriate action;

4. Utilise a flexible approach that enables a wide range of organisations to implement
counter-drone capabilities; and

5. Ensure that counter-drone responders are able to take proportionate actions short
of destroying the drone.

New Zealand should follow the UK’s lead in allowing a range of organisations to im-
plement and act on drone-detection systems, and to implement and use counter-drone
systems. Such organisations should not just be limited to law enforcement but should be
expanded to include critical infrastructure providers and any commercial or industrial
facility that has sensitive information. This can be enabled through minor changes to
legislation, the introduction of a positive right to undertake drone detection, the intro-
duction of a qualified right to undertake counter-drone action, and additional powers
to require a drone operator to land the drone and provide their identifying details. The
counter-drone powers provided in the CA Bill address some, but not all, of the required
changes. Police should be the lead agency for developing this legislation, CAA must
be directed to develop and promulgate a process for approval of response officers in a
timely manner, and RSM should be directed to develop a process for organisations to
become permitted persons to operate counter-drone jammers.
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